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Before we get started ...Before we get started ...
● We have started to consider how communication We have started to consider how communication 

networks could be structured / organised.networks could be structured / organised.
► Circuit switch vs packet switchingCircuit switch vs packet switching

● The main focus of this module will be the Internet The main focus of this module will be the Internet 
protocol stack, the protocols it uses and how we can protocol stack, the protocols it uses and how we can 
use them to build systems.use them to build systems.

● So starting at the top, “ignoring” other layer for the So starting at the top, “ignoring” other layer for the 
moment: Application Layer.moment: Application Layer.
► HTTP, SMTP and FTPHTTP, SMTP and FTP

● Also at this level some house keeping stuff: Also at this level some house keeping stuff: 
► DNS, DHCP and  NTPDNS, DHCP and  NTP
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Quick QuizzzQuick Quizzz

● Messages sent from desktop computers to a server Messages sent from desktop computers to a server 
are broken down into 1KB packets.are broken down into 1KB packets.
► Estimate how long it will take to transfer one packet.Estimate how long it will take to transfer one packet.
► What factors can affect this is transfer speed i.e. can you What factors can affect this is transfer speed i.e. can you 

identify the bottlenecks in this network?identify the bottlenecks in this network?
► Hints, bits and bytes, store and forwards.Hints, bits and bytes, store and forwards.
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Network protocol stacksNetwork protocol stacks

● Hmmmm, what to use: 4, 5, or 7 layer model?Hmmmm, what to use: 4, 5, or 7 layer model?
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Internet protocol stackInternet protocol stack
● Application Application 
● Transport Transport 
● Network Network 
● Link Link 
● Physical Physical 
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Internet protocol stackInternet protocol stack
● Application (layer 5)Application (layer 5)

► API to network e.g. used by web browser, API to network e.g. used by web browser, 
email etc. A range of protocols to support email etc. A range of protocols to support 
different services, transferring different services, transferring messagesmessages. . 
♦ HyperText Transfer Protocol (HTTP)HyperText Transfer Protocol (HTTP)
♦ File Transfer Protocol (FTP)File Transfer Protocol (FTP)  

► Also, contains house keeping protocols to Also, contains house keeping protocols to 
identify and allocate network addresses.identify and allocate network addresses.
♦ Domain Name System (DNS)Domain Name System (DNS)
♦ Dynamic Host Configuration Protocol (DHCP)Dynamic Host Configuration Protocol (DHCP)

● TransportTransport
● NetworkNetwork
● LinkLink
● PhysicalPhysical
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Internet protocol stackInternet protocol stack
● Application Application 
● Transport (layer 4)Transport (layer 4)

► Breaks messages down into Breaks messages down into segmentssegments  
that will be transferred. Also deals with that will be transferred. Also deals with 
error detection, flow / congestion control error detection, flow / congestion control 
and retransmission in the event of lost and retransmission in the event of lost 
packets.packets.
♦ Transmission Control Protocol (TCP)Transmission Control Protocol (TCP)
♦ User Datagram Protocol (UDP)  User Datagram Protocol (UDP)  

● NetworkNetwork
● LinkLink
● PhysicalPhysical
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Internet protocol stackInternet protocol stack
● Application Application 
● TransportTransport
● Network (layer 3)Network (layer 3)

► Routing techniques to direct packets Routing techniques to direct packets 
((datagramsdatagrams) from one host to another ) from one host to another 
across the network of networks that form across the network of networks that form 
the Internet. All based around:the Internet. All based around:
♦ Internet protocol (IP)Internet protocol (IP)
♦ Note, routing, here be dragons :)Note, routing, here be dragons :)

● LinkLink
● PhysicalPhysical
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Internet protocol stackInternet protocol stack
● Application Application 
● TransportTransport
● NetworkNetwork
● Link (layer 2)Link (layer 2)

► Moves packets (Moves packets (framesframes) from one node ) from one node 
(PC, router, switch etc) to another, error (PC, router, switch etc) to another, error 
detection / correction. Different protocols detection / correction. Different protocols 
depending on transmission medium depending on transmission medium 
used, we will focus on:used, we will focus on:
♦ Ethernet protocol Ethernet protocol 

► Also, contains house keeping protocols Also, contains house keeping protocols 
to identify network addresses used.to identify network addresses used.
♦ Address Resolution Protocol (ARP)Address Resolution Protocol (ARP)

● PhysicalPhysical
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Internet protocol stackInternet protocol stack
● Application Application 
● TransportTransport
● NetworkNetwork
● LinkLink
● Physical (layer 1)Physical (layer 1)

► Defines how bits within a frame are Defines how bits within a frame are 
transferred, link dependant e.g. twisted-transferred, link dependant e.g. twisted-
pair copper wire, or fibre optic cable. pair copper wire, or fibre optic cable. 
Specifies link hardware requirements i.e. Specifies link hardware requirements i.e. 
distances, voltages, connectors …distances, voltages, connectors …
♦ Category 5 cable (Cat 5) : twisted pair Category 5 cable (Cat 5) : twisted pair 

copper cable with RJ45 connectorscopper cable with RJ45 connectors
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Internet protocol stackInternet protocol stack
● Application layerApplication layer :  message :  message 
● TransportTransport :  segment:  segment
● NetworkNetwork :  datagram:  datagram
● Link                       :  frame  Link                       :  frame  
● PhysicalPhysical

● As data goes down the protocol stack As data goes down the protocol stack 
additional headers (fields) are added to the additional headers (fields) are added to the 
packet to implement each protocol.packet to implement each protocol.
► EncapsulationEncapsulation

● As data goes up the protocol stack headers As data goes up the protocol stack headers 
are removed as packets are received by are removed as packets are received by 
hosts, routers etc.hosts, routers etc.
► DecapsulationDecapsulation
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The InternetThe Internet
● A network of networksA network of networks

► Started in 1969, Advanced Started in 1969, Advanced 
Research Projects Agency Research Projects Agency 
(US DoD) funding the (US DoD) funding the 
ARPANET project.ARPANET project.
♦ A packet switched network.A packet switched network.
♦ Aims: to share computing Aims: to share computing 

resources across a fault resources across a fault 
tolerant network.tolerant network.

♦ Figure shows class-A Figure shows class-A 
network structure in 1982.network structure in 1982.

► Video : Video : https://bit.ly/363xsPghttps://bit.ly/363xsPg
          

           Networks         Routers
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The InternetThe Internet
● A key requirement in A key requirement in 

connecting networks together connecting networks together 
is that they all speak the is that they all speak the 
same “language”.same “language”.
► In 1978 we had the birth of the In 1978 we had the birth of the 

Transmission Control Protocol Transmission Control Protocol 
(TCP) and the IP protocol (IP), (TCP) and the IP protocol (IP), 
where each machine is given an where each machine is given an 
unique number:unique number:
♦ IPV4 : 32bit addressIPV4 : 32bit address

■ Typical broken down into 8bit Typical broken down into 8bit 
chunks 0.0.0.0 – 255.255.255.255chunks 0.0.0.0 – 255.255.255.255

♦ IPV6 : 128bit addressIPV6 : 128bit address
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The InternetThe Internet
● In the 1980’s we see a shift away from In the 1980’s we see a shift away from 

the DoD to other government the DoD to other government 
departments, industrial & academic departments, industrial & academic 
partners:partners:
► National Aeronautics and Space National Aeronautics and Space 

Administration (NASA)Administration (NASA)
►   National Science Foundation (NSF)National Science Foundation (NSF)
► Computer Science Network (CSNET). Computer Science Network (CSNET). 
► Joint Academic Network (JANET)Joint Academic Network (JANET)

● This move resulted in a different This move resulted in a different 
funding model, one based on Tiers i.e. funding model, one based on Tiers i.e. 
bandwidth used.bandwidth used.

● URL : URL : https://en.wikipedia.org/wiki/JANEThttps://en.wikipedia.org/wiki/JANET  
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The InternetThe Internet

● Tier 1 : backbone, settlement-free connections, large Tier 1 : backbone, settlement-free connections, large 
telecommunications companies or content providerstelecommunications companies or content providers
► Lower tiers pay for connection to / traffic used.Lower tiers pay for connection to / traffic used.

● Tier 2 : regional ISP, Internet exchange point (IXP)Tier 2 : regional ISP, Internet exchange point (IXP)
● Tier 3 : access ISPTier 3 : access ISP
● Videos :Videos :  https://bit.ly/3Wt6SrThttps://bit.ly/3Wt6SrT, , https://bit.ly/3LQJdwMhttps://bit.ly/3LQJdwM
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Submarine Cable MapSubmarine Cable Map

● Amazon, Google, Microsoft, Meta, AT&T, Colt ...Amazon, Google, Microsoft, Meta, AT&T, Colt ...
► URL: URL: https://www.submarinecablemap.com/https://www.submarinecablemap.com/
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Network basicsNetwork basics

● Client server modelClient server model
► Running on each machine is a process. The process that Running on each machine is a process. The process that 

initiates the communication is the initiates the communication is the ClientClient. The process that . The process that 
is waiting to be contacted to is the is waiting to be contacted to is the ServerServer..

► Each machine is identified by its 32bit IP address.Each machine is identified by its 32bit IP address.
► Messages are sent / received through an API called a Messages are sent / received through an API called a 

socket, each socket is identified by its socket, each socket is identified by its PortPort number. number.
♦ Clients and server may have multiple open sockets Clients and server may have multiple open sockets 

(processes) running at any time.(processes) running at any time.
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DemoDemo

● PingPing
► Fully qualified domain name (FQDN)Fully qualified domain name (FQDN)
► IPv4 address 32 bit number represented IPv4 address 32 bit number represented 

as four octet values (0 – 255).as four octet values (0 – 255).
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DemoDemo

● TracerouteTraceroute
► To see all the connections between my office and London.To see all the connections between my office and London.
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HTTPHTTP
● HyperText Transfer ProtocolHyperText Transfer Protocol

► RFC 2616: RFC 2616: https://tools.ietf.org/html/rfc2616https://tools.ietf.org/html/rfc2616 (HTTP1.1) (HTTP1.1)
► Developed by a team at CERN lead by Tim Berners-Lee Developed by a team at CERN lead by Tim Berners-Lee 

(HTTP, HTML) in the 1990s (HTTP, HTML) in the 1990s 
♦ A web page (document) consists of objects (HTML files, JPEG, A web page (document) consists of objects (HTML files, JPEG, 

GIF image, Java applet etc), addressed by a URL.GIF image, Java applet etc), addressed by a URL.
► Client-Server model, default port 80.Client-Server model, default port 80.
► Communicates across TCP links, these can be: Communicates across TCP links, these can be: 

♦ Non-Persistent : closed after each object is transferred. Non-Persistent : closed after each object is transferred. 
♦ Persistent Connections : multiple objects sent over the same linkPersistent Connections : multiple objects sent over the same link

■ Reduce request latencyReduce request latency
► Stateless protocol : no information recorded about Stateless protocol : no information recorded about 

previous connectionsprevious connections
♦ Cookies can be used to maintain session information across Cookies can be used to maintain session information across 

different pages.different pages.
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HTTPHTTP

● Request message (client => server)Request message (client => server)
► Method: plain text, human readable, operation to perform.Method: plain text, human readable, operation to perform.
► URL: identifies object to be accessed (relative or absolute).URL: identifies object to be accessed (relative or absolute).
► Version: HTTP standard used.Version: HTTP standard used.
► Headers: zero to lots, additional information e.g. content-typeHeaders: zero to lots, additional information e.g. content-type

♦ Multi-purpose Internet Mail Extensions (MIME) e.g. text/html.Multi-purpose Internet Mail Extensions (MIME) e.g. text/html.
► Body: data to be posted (transferred) etc.  Body: data to be posted (transferred) etc.  

GET, POST, HEAD
OPTIONS, PUT, DELETE, 
TRACE, CONNECT

HTTP/1.0   HTTP/1.1

Host: <hostname>:<port>
User-Agent: <client>
Accept: <MIME>
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HTTPHTTP

● Response message (server => client)Response message (server => client)
► Version: HTTP standard usedVersion: HTTP standard used
► Status code / Phrase: plain text, outcome of request Status code / Phrase: plain text, outcome of request 
► Headers: zero to lots, additional information e.g. server Headers: zero to lots, additional information e.g. server 

software (Apache), content length (body size) ...software (Apache), content length (body size) ...
► Body: requested object e.g. HTML text, image, video …Body: requested object e.g. HTML text, image, video …

  

OK, Bad request, Not 
found, Move permanently

HTTP/1.0   HTTP/1.1
1XX 2XX 3XX 4XX 5XX

Server: <web server>
Content-Length: <bytes>
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HTTPHTTP

● Status codes (snapshot, there are lots …)Status codes (snapshot, there are lots …)
► https://en.wikipedia.org/wiki/List_of_HTTP_status_codeshttps://en.wikipedia.org/wiki/List_of_HTTP_status_codes

Type Status Code Description

 Informational (1XX) 100 Continue

101 Switching Protocols

102 Processing

Success (2XX) 200 OK

201  Created

202 Accepted

Redirection (3XX) 300 Multiple Choices

301 Moved Permanently

302 Found

Client Error (4XX) 400 Bad Request

401 Unauthorized

402 Payment Required

Server Error (5XX) 500  Internal Server Error

501 Not Implemented

502 Bad Gateway
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DemoDemo

● Telnet and WiresharkTelnet and Wireshark
► Telnet: unencrypted text communication, normally port 23.Telnet: unencrypted text communication, normally port 23.
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Pause to consider ...Pause to consider ...
● What does this show us?What does this show us?

► The joy of a protocol stack, minimises what we need to The joy of a protocol stack, minimises what we need to 
know i.e. we could “ignore” the lower layers in our stack.know i.e. we could “ignore” the lower layers in our stack.
♦ Aims to avoid information leakage.Aims to avoid information leakage.
♦ Can result in redundancy, repeated operations, but aim Can result in redundancy, repeated operations, but aim 

to minimise complexity at any one layer.to minimise complexity at any one layer.
► We need to identify the tasks to be performed and the We need to identify the tasks to be performed and the 

information needed. Then decide how these will be information needed. Then decide how these will be 
implemented, handshakes / acknowledgements / transfers implemented, handshakes / acknowledgements / transfers 
are performed i.e. a protocol, requests and responses.are performed i.e. a protocol, requests and responses.

► We need standardsWe need standards
♦ This is a key element of this module i.e. understanding This is a key element of this module i.e. understanding 

how a network operates and the protocols it uses to how a network operates and the protocols it uses to 
achieve this.achieve this.
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FTPFTP
● File Transfer Protocol File Transfer Protocol 

► RFC 114: RFC 114: https://tools.ietf.org/html/rfc959https://tools.ietf.org/html/rfc959
► Pre-internet communication protocol, dating back to 1971Pre-internet communication protocol, dating back to 1971

♦ In its original form less common now days owing to lack of encryption / In its original form less common now days owing to lack of encryption / 
security issues. Secure version available FTPS, security issues. Secure version available FTPS, SFTP :)SFTP :)

► Client-Server model, uses separate ports for control (21) and Client-Server model, uses separate ports for control (21) and 
data (20), ignoring PASV and ACTIVE modes :)data (20), ignoring PASV and ACTIVE modes :)
♦ Both FTP and HTTP used to transfer files. Both FTP and HTTP used to transfer files. 
♦ For FTP control is termed out-of-band, where as HTTP it is in-band.For FTP control is termed out-of-band, where as HTTP it is in-band.

► Communicates across TCP links, these are: Communicates across TCP links, these are: 
♦ Control: uses a persistent connection, maintained during sessionsControl: uses a persistent connection, maintained during sessions
♦ Data: uses a non-persistent connections, a new link created for each Data: uses a non-persistent connections, a new link created for each 

transfer.transfer.
► Stateful protocol : maintains user information e.g. current Stateful protocol : maintains user information e.g. current 

working directory and other flags etc = memory on serverworking directory and other flags etc = memory on server

University of York : M Freeman 2024University of York : M Freeman 2024
27

DemoDemo

● FTP commands (protocol, not client) FTP commands (protocol, not client) 
► https://en.wikipedia.org/wiki/List_of_FTP_commandshttps://en.wikipedia.org/wiki/List_of_FTP_commands

● FTP status codesFTP status codes
► https://en.wikipedia.org/wiki/List_of_FTP_server_return_codeshttps://en.wikipedia.org/wiki/List_of_FTP_server_return_codes

USER, PASS, PASV, CWD, 
LIST, SIZE, DELE, STOR, 
RETR, QUIT

1XX, 2XX, 3XX,  
4XX, 5XX, 6XX
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SMTPSMTP
● Simple Mail Transport ProtocolSimple Mail Transport Protocol

► RFC 5321: RFC 5321: https://tools.ietf.org/html/rfc5321https://tools.ietf.org/html/rfc5321
► Pre-internet communication protocol, dating back to 1982Pre-internet communication protocol, dating back to 1982

● SMTP server uses an end-to-end model, default port 25 (587).SMTP server uses an end-to-end model, default port 25 (587).
● Communicates across TCP links, these are:Communicates across TCP links, these are:

► Persistent connection, maintained during sessionsPersistent connection, maintained during sessions
● Body must be 7bit ASCII, which adds complexitiesBody must be 7bit ASCII, which adds complexities

► Multi-purpose Internet Mail Extensions (MIME) used to encode Multi-purpose Internet Mail Extensions (MIME) used to encode 
binary files other character sets e.g. like PPM images in SYS1.binary files other character sets e.g. like PPM images in SYS1.

● SMTP is a delivery protocol only, mail is "pushed" to a SMTP is a delivery protocol only, mail is "pushed" to a 
destination mail server i.e. user mail-boxdestination mail server i.e. user mail-box
► User clients then use the Post Office Protocol (POP) or the User clients then use the Post Office Protocol (POP) or the 

Internet Message Access Protocol (IMAP) to retrieve emails.Internet Message Access Protocol (IMAP) to retrieve emails.
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Go and researchGo and research
● Have a look at how the SMTP functionsHave a look at how the SMTP functions

► RFC: RFC: https://datatracker.ietf.org/doc/html/rfc5321https://datatracker.ietf.org/doc/html/rfc5321  
► How does an email get from your email client to How does an email get from your email client to 

someone’s mailbox?someone’s mailbox?
► How are emails managed on the server?How are emails managed on the server?
► How is text and images sent in an email?How is text and images sent in an email?
► We will be using this in the lab ... We will be using this in the lab ... 
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SummarySummary
● The main purpose of a network is to transfer data The main purpose of a network is to transfer data 

between machinesbetween machines
► An obvious statement, but now we need to consider how An obvious statement, but now we need to consider how 

this can be implemented.this can be implemented.
♦ We have looked at two file transfer protocols: HTTP and FTP.We have looked at two file transfer protocols: HTTP and FTP.

► Communications through the socket API, using ports:Communications through the socket API, using ports:
♦ 0 to 1023: system ports, assigned to core protocols.0 to 1023: system ports, assigned to core protocols.
♦ 1024 to 49151: registered ports, specific applications (IANA)1024 to 49151: registered ports, specific applications (IANA)
♦ 49152 to 65535: ephemeral ports, short-lived, OS dependent.49152 to 65535: ephemeral ports, short-lived, OS dependent.

► However, some unanswered questions However, some unanswered questions 
♦ How is a machine assigned an IP address?How is a machine assigned an IP address?
♦ How do we convert a URL (How do we convert a URL (www.google.comwww.google.com) into an IP ) into an IP 

address (216.58.213.3)?address (216.58.213.3)?
♦ What is happening in the lower layers of the protocol stack?What is happening in the lower layers of the protocol stack?


